Every Crime Leaves
A Trail Of Evidence

Become a CHFI
1001100110
1911101010
100100111

116001000

1001010101

1101001 11¢
Computer }'\\’,\"QL ;:z‘:\

1910191¢
116010616

What You’ll Learn

The computer forensic investigation process and the various legal issues involved

. . Evidence searching, seizing and acquisition methodologies in a legal and forensically sound manner
Cyber Forensics Professional _ b . — e —
Different types of digital evidence, rules of evidence, digital evidence examination process, and electronic crime and
+ Expertise in forensic techniques and procedures, standards of digital evidence consideration by crime category
’ ! N . How to set up a computer forensics lab and the tools involved in it
practice, and legal and ethical principles to assure accurate,

i . . 1 Gathering volatile and non-volatile information from Windows
complete and reliable digital evidence admissible to a court of law.
Data acquisition and duplication rules, validation methods and tools required

% Knowledge and skills necessary to conduct forensically sound and _

The process involved in forensic investigation using Access Data FTK and EnCase
accurate investigations.

Password cracking concepts, tools, types of password attacks & how to investigate password protected files
How to investigate logs, network traffic, wireless attacks, and web attacks

“ Knowledge or skill set to identify, track and bring the cyber How to track e-mails and investigate e-mail crimes

criminals to justice (prosecute the cybercriminals) Steganography and its techniques, Steganalysis, and image file forensics

Mobile forensics and mobile forensics software and hardware tools
% Various forensic investigation techniques and standard tools such

as EnCase and Access Data FTK which are necessary to

successfully carry-out a computer forensic investigation

. L= . A : LA | tigate C: ter Crimes.
% Knowledge in digital evidence acquisition, handling and analysis in . nvesTlgare mompier Bimes

Prosecute Cyber Criminals.

a forensically sound manner which is acceptable in a court of law Become a CHFI.
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